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ACCS RFB Response, Attachment A
ISO 9001 Documents

Veristor Systems, Inc. acknowledges and understands the ISO 9001 requirement for 
hardware manufacturers that we list in our bid response. Veristor is glad to provide 
an ISO 9001 certification for any and all technology hardware providers where we 
have a contractual partnership in place now, and in the future.
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ACCS RFB Response, Attachment B
Professional Services And Technology 
Delivery Overview
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About Us
Veristor is a close-knit team of seasoned experts in IT technology, and we’ve got the best solutions in 
the industry at our fingertips. Together with our customers, we devise, design and deploy 
transformative solutions that provide fast, real-world returns. Whether it’s through our data center, 
security, networking, hybrid cloud and DevOps offerings, or our full suite of professional, managed or 
support services, we are passionate about IT solutions that work just as hard for our customers as we 
do.

Our Methodology
As a provider of technology solutions and services, Veristor’s mission is to collaborate with our clients 
to build the platforms that they use to produce and deliver their goods and services.  The 
methodology that we use to do this is called The Veristor Way.

This methodology begins with engaging our clients to understand what business need is driving the 
requirements for a technical solution. We are architecture led with the end goal in mind of aligning to 
and architecting for defined and measurable business outcomes. For existing environments, we help 
organizations optimize investments and, where appropriate, introduce healthy disruption that can 
serve to right-size a solution or business unit toward the necessary measurables.

This focus on business outcomes means that when we need to, we will combine our own internally 
developed high-value professional and managed services with other best in class service delivery 
providers, as opposed to a one-size-fits-all, sole-sourced approach which often falls short of aligning 
to the original business objective. 

Our methodology is iterative. We want our clients’ 
experience to be measurably better the next time 
we join forces to solve a business problem. Within 
the overall engagement experience, aspects of 
our service delivery may follow Waterfall, Agile, or 
an appropriate combination of the two depending 
on the context of the project and the needs of the 
client. Our Project Management Organization 
(PMO) will work with client stakeholders to ensure 
the right approach is used for the right situation.
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Veristor Geographic Coverage
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Our Practices
Data Solutions Practice

Data Solutions Practice Overview

Technology and Partners

Data Solutions Services

Networking Practice

Networking Practice Overview

Technology and Partners

Network Services

Security Practice

Security Practice Overview

Technology and Partners

Security Services

Enterprise Cloud Practice

Enterprise Cloud Practice Overview

Technology and Partners

Enterprise Cloud Services

At Veristor, we align our business to the way our 
clients build platforms.  We use the term 
"Practice" to group all of the areas that we 
deliver value to out clients, whether that value 
is through our architecture-led approach, 
professional services implementations and 
delivery, or operational support and managed 
services.  Below is an in depth view of each of 
our practices, our philosophical view points on 
platforms, the manufacturer partners we team 
with, and a list of our service delivery 
capabilities.
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Data Solutions Practice Overview
Veristor’s Enterprise Data Solutions practice takes a data-centric approach to the storage, 
management, and protection of the organization’s most precious resource: it’s data. As data storage 
solutions continue to evolve, the Veristor Architecture team stays on the cutting edge of industry 
advancements. Our approach is to architect the right solution to meet business objectives, not just 
size and speed specifications.

Data management continues to challenge the modern enterprise, as organizations are faced with an 
ever-increasing amount of unstructured data. The growth of unstructured versus structured data over 
the past decade shows that unstructured data accounts for more than 90% of all data. 

From performance driven to capacity optimized 
and analytics platforms across the Enterprise, 
Veristor’s Storage & Data Solutions practice 
maintains a portfolio of technologies and 
services to bring reliable, automated, scalable 
and cost effective data management solutions 
to our clients.

Lastly, a data-centric security strategy is the best approach to ensuring the organization’s data is 
protected against not only loss by technology failure or configuration mistakes, but also threat actors 
who would seek to hold your company’s data for ransom. Veristor’s data-centric security strategy 
aligns technology, business processes, and user workflows in order to ensure organizational control 
over sensitive data at all times.
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Technology and Partners

Veristor maintains healthy partnerships with all of the major data solutions manufacturers.  We are 
one of HPE's top tier Platinum Partners,, VMware Premier Partner, CommVault Platinum MarketBuilder, 
Veeam Gold Partner, as well as many others.  We are continuously updating our understanding of the 
market and awareness of where new entrants solve critical client problems.  Our entire partner list is 
located on our website at https://veristor.com/about-veristor/strategic-partners/.

We recognize that there are 
many different areas of the 
data environment that all 
have different needs.  From 
this recognition, we have built 
an integrated platform that 
can address each area.  This 
platform guides our 
architecture ethos, and helps 
ensure that our clients have a 
fully developed forward-
looking roadmap.
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Data Solutions Services Catalog updated September 2020

Data Solutions Services
Veristor's Data Solutions Services portfolio includes a broad mix of services, ranging from Veristor's 
high-value professional services for data center migrations and storage environment health checks, 
to the delivery of our leading edge data protection managed services.

The below sections list all relevant data protection services that Veristor is able to provide to clients.

Data Center

Service Name Service Description

Data Center Migrations In addition to corporate-owned data center 
migrations, this service includes the ability to 
move to a colocation facility, or within a 
colocation facility from one cage to another.

Data Migrations This service is focused on migrating data, 
instead of underlying infrastructure, and 
supports data migration across a variety of 
formats and across a multitude of mediums. 

Data Center Wide Area Network (WAN) 
Migrations

Migration of WAN connections from one data 
center to another, providing a seamless 
cutover experience in order to ensure uptime 
through the experience.

Equipment Moves Migration of equipment from one data center 
to another.  This service may include insured 
transport of equipment, as well as smart 
hands for rack, stack, and relocation.

64



Service Name Service Description

Data Center Buildout A Data Center buildout service that include 
design and architecture of the data center 
facility, operations, and technology.  

Equipment Decommissioning/Disposal An equipment lifecycle service for equipment 
decommissioning and safe disposal.

Data Storage Solutions

Service Name Service Description

Storage Solution Architecture and Design A workshop engagement for developing an 
architecture and design for an organization's 
data storage environment, with an emphasis 
on data center based storage.

Commvault Health Check An assessment for evaluating a Commvault 
environment's operational health.  The 
resulting deliverable will identify issues and 
prioritize based on impact to the business.

Commvault Security Hardening A combination assessment and remediation 
for Commvault, focused on security hardening 
and minimizing the attack surface of your 
Commvault-powered data protection 
environment.

Storage Area Network (SAN) Health Check An assessment for evaluating a client's SAN 
environment's operational health.  The 
resulting deliverable will identify issues and 
prioritize based on impact to the business.

Storage Capacity and Performance 
Assessment

An assessment that evaluates a client's 
current storage utilization and performance, 
and provide a report that can be utilized by 
the business for capacity planning.
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Service Name Service Description

Enterprise Unstructured Data Analysis This tool-based analysis will discover all of the 
enterprise's unstructured data, and provide a 
report classifying storage patterns, usage, 
ownership, and types of unstructured data 
present in the environment.

Storage Platform Integration and Configuration Veristor offers platform integration for 
platforms such as HPE's Primera, 3Par, Nimble, 
Simplivity; Netapp's NAS/FAS, HCI, SolidFire, E-
Series; Pure Storage; Nutanix; Dell Compellent, 
VNX/Unity; Infinidat; Nexsan; Veeam

Tape Storage and Recovery Services This service covers any tape in any format, 
through a central tape storage platform with 
documented chain of custody.  This includes 
tape scanning for on-demand recovery.

Virtualization And Software Defined Storage

Service Name Service Description

Virtualization Architecture and Design A workshop engagement for developing an 
architecture and design for an organization's 
hypervisor environment, with an emphasis on 
the supporting ecosystem.

Hypervisor Integration and Configuration Veristor offers hypervisor integration for 
vCenter/vSphere, Horizon View, vCloud Suite, 
NSX, SRM, VDS, vSAN, Hyper-V, Nutanix 
Acropolis Hypervisor (AHV).

Private Cloud Migration Veristor offers private cloud migration from 
and between a variety of hypervisors, as well 
as migration to public cloud platforms.

Compute

66



Service NameService Name Service DescriptionService Description

Compute Integration and Configuration Veristor offers compute integration for Cisco 
UCS, HPE compute nodes, Lenovo compute 
nodes, and Dell compute notes

Data Protection And Security

Service Name Service Description

Disaster Recovery as a Service (DRaaS) Veristor’s Disaster Recovery as a Service is an 
enterprise-class offering, powered by a suite 
of industry leading solutions. This is a fully 
managed DR solution, including Runbooks, 
Failover and Failback, annual testing, and 
RTO’s measured in hours / RPOs measured in 
hours.
Some features of this service:

• All systems can be brought up in a 
customized order, and prioritized by the 
customer

• Consistent tabletop-exercises, scenario 
planning and failover testing included. 
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Service Name Service Description

Backup as a Service (BaaS) Veristor’s Backup as a Service is an enterprise-
class backup solution, powered by an industry 
leading  backup, recovery and archive 
platform. This is a fully managed backup 
solution, including licensing, management, 
on-prem hardware (if required), and offsite 
storage utilizing the Veristor Cloud Object 
Storage platform. Other offsite targets are 
supported, including multiple supported public 
clouds and other customer sites or data 
centers. Retention can be customized based 
on customer requirements. 

While this is a fully managed service 
customers do have the ability to utilize self-
service capabilities as needed

Our offering gives the client the absolute 
ability to manage, protect, migrate, and most 
importantly, ensure your data compliance.

Cloud Object Storage Veristor’s archival tier platform. This is an S3 
compliant solution, that includes Ingress and 
Egress bandwidth, across two regions. Other 
archival locations are supported (aka Veristor 
first, Glacier secondary copy). This platform 
supports any backup solution that can write to 
S3 and is targeted for long term storage or 
tape replacement.

Microsoft 365 and GSuite Data Protection Veristor provides an end user focused 
platform for a comprehensive Microsoft 365 
and GSuite backup solution. This solution is 
designed to protect the entire Microsoft 365 
Suite, including Exchange Online, SharePoint 
online sites, OneDrive folders, Microsoft Teams, 
as well as your user's critical laptops, tablets 
and desktops. In addition to critical laptops, 
the GSuite Data Protection solution includes 
protection for the entire suite of Google 
applications.
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Applications

Service Name Service Description

Application Mapping Assessment This assessment will map application 
dependencies and interconnections within the 
compute/storage/network infrastructure.

Microsoft 365 (formerly Office 365) Consulting 
and Migrations

Provides consulting and migration services for 
moves either to or from Microsoft 365.

Microsoft 365 Backup as a Service Veristor provides an end user focused 
platform for a comprehensive Microsoft 365  
backup solution. This solution is designed to 
protect the entire Microsoft 365 Suite, 
including Exchange Online, SharePoint online 
sites, OneDrive folders, Microsoft Teams, as 
well as your user's critical laptops, tablets and 
desktops. 

Google GSuite Backup as a Service Veristor provides an end user focused 
platform for a comprehensive Google GSuite 
backup solution. This solution is designed to 
protect the entire GSuite suite of applications, 
as well as your user's critical laptops, tablets 
and desktops. 

Microsoft InTune Implementation Implementation and configuration of the 
Microsoft InTune platform into either an 
existing or greenfield environment.
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Networking Practice Overview
In the current digital age, there are very few roles in an organization where access to key applications 
and data are not essential to the job. In addition to providing access to applications, today’s 
corporate networks are also critical to customer experiences and can be vital sources of information 
and analytics to the business overall.

With the pace of change in technology accelerating, new work practices like extensive work from 
home, and new ways of interacting with customers, new innovations and platforms are demanding a 
continual rethinking of IT strategy with regards to the network. Gone are the days where one 
manufacturer had all the answers for your network. Today, IT departments have unprecedented 
flexibility in choosing how to deliver connectivity to business stakeholders. However, within this 
flexibility lies an unprecedented amount of risk, complexity, vendor choices, and technological churn. 
Veristor's approach to architecting the right networking solution involves addressing all of these 
challenges.
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The first step in our networking approach is to minimize and manage the risk inherent in changes to 
the network, given how many business-critical applications depend on the network. This risk is 
mitigated through the right mix of design, operational processes, and technologies that address the 
unique needs of the organization. Deploying a Software Defined Wide Area Network into a traditional 
network is a great example of this. The benefits in flexibility that SD-WAN can provide go a long way 
toward mitigating the risk involved in introducing the new technology.

The second step is actively working to reduce network complexity through simplified operations, 
leveraging automation tooling wherever possible. Networking has traditionally been difficult to 
automate due to decades of accumulated complexity and institutional knowledge". We can 
introduce technologies and concepts today that can remove that complexity, and in doing so, remove 
barriers to automation. The third step is to focus on interoperability. This involves leveraging existing 
investments wherever possible, while creating a best-of-breed deployment. The fourth and final step 
in our approach is to build a long-term roadmap, by understanding business goals and requisite 
timelines and designing a solution that maximizes the positive contribution to the business’s 
outcomes.
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Technology and Partners
Veristor maintains healthy partnerships with all of the major Networking manufacturers.  We are one 
of Aruba's top tier Platinum Partners, as well as a premier Aruba ClearPass integrator.  We are a Palo 
Alto Next Wave Innovator Partner, as well as a Silver Peak (recently acquired by Aruba) Inner Circle 
Partner. We are also continuously updating our understanding of the market and awareness of where 
new entrants solve critical client problems. Our entire partner list is located on our website at 
https://veristor.com/about-veristor/strategic-partners/.
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We recognize that there are many different areas of the network that all have different needs.  From 
this recognition, we have built an integrated platform that can address each area.  This platform 
guides our architecture ethos, and helps ensure that our clients have a fully developed forward-
looking roadmap.
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February 7, 2022

Veristor Systems, Inc.
4850 River Green Pkwy
DULUTH, GA, 30096-2568
HPE Partner Agreement #: P1-677872

To whom it may concern:

Veristor Systems, Inc. is an HP Enterprise / Aruba Authorized Partner in the US, which includes access to all commercial products 
and the services associated with them – not requiring additional authorization and includes all Open products from an authorized 
HPE US Commercial Distributor, for resale to end user customers in the USA. 

Veristor Systems, Inc.. holds the following additional authorizations:

EG Selected Products

Veristor Systems, Inc. has been an HPE Enterprise Group (EG) Service Delivery Partner since 11/1/2013.

HPE EG Service Delivery Partners are authorized to deliver warranty and HPE Care Pack Services on Industry Standard Servers, 
HPE Storage and Networking products, provided that the technicians performing the Services hold the appropriate service and/or 
solution qualifications.

HPE Point of Contacts for Partner Authorization verification are listed below:
Support Team: AMSpartnersupport@hpe.com / 1-888-629-6914

Customers can also locate or confirm partners through the HPE Partner Locator at http://findapartner.hpe.com/

Sincerely, 

Shelly D. Deal
AMS Lead, PFS BRM Global Partner Contracts 
Sales Operations
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Network Services Catalog updated September 2020

Network Services
Veristor's Network Services portfolio includes a broad mix of services, ranging from Veristor's high-
value professional services for wireless assessments/deployments and campus network refreshes, to 
the delivery of complex data center networking solutions through best of breed Veristor partner 
alliances.  

The below sections list all relevant network services that Veristor is able to provide to clients.

Wireless Networking

Service Name Service Description

Wireless Architecture and Design A workshop engagement for developing an 
architecture and design for an organization's 
wireless environment. 

Wireless Assessment Fully document the health and performance of 
your existing WLAN, as well as tailored 
recommendations for remediation (if 
applicable. Provides attenuation and 
propagation analysis, device performance 
analysis, application health, SSID discovery 
scans, spectral analysis, and frame captures.  
The deliverable is a series of photographs as 
well as maps noting device locations and 
ceiling/wall attributes.

Wireless Site Assessment Generates a wireless design using a 
combination of predictive, hybrid/validated, 
and AP on-a-stick methods.
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Service Name Service Description

Wireless System Health Check and Remediation Inspects the components of a wireless system, 
including the controller, wireless access points, 
and directly adjacent network devices.  The 
results of the initial assessment will be 
reviewed with the client in order to decide 
what issues need remediating.

Wireless System Integration Integration of solutions such as Network 
Access Control (NAC) or location services with 
vendors such as Aruba, Cisco (including 
Meraki), Juniper (Mist), Arista (Mojo).

Wireless System Configuration Implementation and configuration of Access 
Points and Controllers.

Wireless-as-a-Service An entire operational expenditure (OpEx) 
approach to campus wireless. This solution will 
provide an entirely managed solution focused 
on ensuring end-user wireless experience is 
maximized for critical business applications.

Managed Wireless A traditional managed service for an existing 
wireless implementation, and includes 
network operations center for wireless support.

Access Point Priming, Hanging, and Testing A field services capability for remote access 
point deployments and initial installation.

Campus And Data Center Networking

Service Name Service Description

Network Architecture and Design A workshop engagement for developing an 
architecture and design for an organization's 
campus network environment. 
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Service Name Service Description

Network Audit/Topology Assessment Identifies LAN/WAN/VLAN topologies, switch 
and router configurations, edge and uplink 
port requirements, potential bottlenecks, 
power configurations, device logs, and 
trunking configurations.

Network Traffic Analysis The setup of a traffic analysis tool in the 
client's environment. The tool will gather traffic 
analytics for a predetermined duration, and 
then Veristor network engineers will analyze 
the traffic and generate a report for top 
talkers, bandwidth consumption trends, and 
traffic flow considerations.

Network Infrastructure Health Check An assessment focused on the health of the 
network environment, from a hardware 
perspective as well as a configuration and 
functional efficacy standpoint.  The deliverable 
will be a report that can be shared with IT and 
business executives to underscore the state of 
the network environment.

Network Implementation/Refresh Implementation and configuration of network 
infrastructure into either an existing 
environment or a greenfield environment. 

Network Equipment Staging and Burn-in This service utilizes Veristor facilities for 
staging network equipment prior to shipment.  
During this staging, network configurations 
can be applied as well as burn-in procedures 
to ensure equipment is functioning properly 
prior to shipment to the end destination.

Network Operations Center (NOC) and 
Managed Infrastructure

A managed service for network infrastructure.  
It includes a 24x7x365 NOC as well as policies, 
procedures, and processes for providing 
proactive management of network 
equipment.

Low Voltage Cabling Low voltage cable pulling, testing, and 
certifying.
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Application Delivery

Service Name Service Description

Software as a Service (SaaS) Application Usage 
Assessment

An assessment that documents and evaluates 
current SaaS application use in the corporate 
environment.  The resulting report can 
facilitate the implementation of a Cloud 
Access Security Broker (CASB).

Application Delivery Controller Architecture and 
Design

A workshop engagement for developing an 
architecture and design for an organization's 
application delivery network infrastructure, 
with an emphasis on how an ADC solution can 
benefit the client's business. 

Application Delivery Controller Assessment An assessment that evaluates the client's 
current application delivery network 
infrastructure and identifies readiness gaps to 
implementing an ADC solution.

Application Delivery Controller Implementation Implementation and configuration of ADC 
infrastructure into either an existing 
environment or a greenfield environment. 

Software Defined Networking (SDN) And Software Defined 
Wide Area Network (SD-WAN)

Service Name Service Description

SD-WAN Architecture and Design A workshop engagement for developing an 
architecture and design for an organization's 
wide area network environment, with an 
emphasis on how SD-WAN can benefit the 
client's business. 

SD-WAN Assessment An assessment that evaluates the client's 
current WAN infrastructure and identifies 
readiness gaps to implementing SD-WAN.
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Service Name Service Description

SD-WAN Vendor Selection Facilitates the creation of a weighted decision 
matrix for WAN connectivity needs, and 
provides a proof of value/concept deployment 
for the top two or three vendors that align to 
the client's needs.

SD-WAN Implementation Implementation and configuration of SD-WAN  
infrastructure into either an existing 
environment or a greenfield environment. 

SDN Architecture and Design A workshop engagement for developing an 
architecture and design for an organization's 
data center or campus network, with an 
emphasis on how SDN can benefit the client's 
business. 

SDN Assessment This assessment evaluates the client's current 
data center or campus network infrastructure 
and identifies readiness gaps to implementing 
SDN.

SDN Implementation Implementation and configuration of SDN 
infrastructure into either an existing 
environment or a greenfield environment. 

Unified Communications And Collaboration

Service Name Service Description

Unified Communications Architecture and 
Design

A workshop engagement for developing an 
architecture and design for an organization's 
Unified Communications platform. Veristor 
supports Cisco, Microsoft, as well as a variety 
of UCaaS providers such as Ring Central and 
8x8.
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Service Name Service Description

UC Readiness Assessment An assessment that evaluates the client's 
current networking and UC infrastructure and 
identifies readiness gaps to implementing a 
new UC solution, either on-prem or cloud-
based.

UC Platform Vendor Selection Facilitates the creation of a weighted decision 
matrix for collaboration and communication 
oriented business needs, and provides a proof 
of value/concept deployment for the top two 
or three vendors that align to thoseneeds.

UC Implementation Implementation and configuration of a UC 
platform into either an existing or greenfield 
environment.

Managed UC A traditional managed service for a new or 
existing UC implementation, and includes 
network operations center for UC support.
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Security Practice Overview
Today’s cyber threat actors are after one thing – your 
company’s data. Data is the new perimeter that 
Cyber security professionals have to safeguard. Not 
only are there more vectors both internal and 
external that must be protected, today’s threat 
actors more sophisticated that ever. They are 
indiscriminate using automated attacks to penetrate 
any organization they can. Not only will they try to 
steal intellectual property and production systems 
necessary to operate the business, they will hold your 
customer data hostage and threaten your 
company’s public reputation if you don’t meet their 
demands.

Today’s cyber threat actors are after one thing – your company’s data. Data is the new perimeter that 
Cyber security professionals have to safeguard. Not only are there more vectors both internal and 
external that must be protected, today’s threat actors more sophisticated that ever. They are 
indiscriminate using automated attacks to penetrate any organization they can. Not only will they try 
to steal intellectual property and production systems necessary to operate the business, they will hold 
your customer data hostage and threaten your company’s public reputation if you don’t meet their 
demands.

In the not to distant past, companies would secure the perimeter of their corporate network with 
firewalls, and maybe layer in a few other technologies in their kill chain. This approach was all about 
protecting their corporate network believing they could keep the bad people out. With data now 
residing outside the corporate network through the use of smart phones, Software as a Service (SaaS) 
applications, data stored in the cloud, and even computing move to the cloud; we havev to protect 
the data wherever it is, and ensure that the only the right people have access to it. The strong network 
perimeter is still important and serves as the first line of defense, but the best strategy is to assume 
that it is only a matter of time before the best perimeter is infiltrated and compliment the network 
perimeter with proper internal detection and controls.

Protecting data while ensuring access by authorized users, along with factors such as the increasingly 
complex threat landscape are some of the reasons why Veristor offers security solutions that span 
Industrial Internet of Things (IIoT) and Operational Technology (OT) devices, DevOps environments, 
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data centers and the cloud. We apply a holistic view to help you cut through the complexity and 
protect what matters most to your business. Veristor’s Security Architects have created an extensive 
platform approach that provides this holistic view and can also be used to improve any organization’s 
security posture.

A key element in being able to successfully mitigate the risks that these threats pose is to develop the 
right mix of processes, tools, architectures, and staffing. Veristor's approach to helping clients with 
their cybersecurity maturity is to work directly with cybersecurity and business stakeholders to 
develop a roadmap for cybersecurity that gets the organization on a path to improve the overall 
security posture. Additionally, our senior leaders have experience acting as corporate Chief 
Information Security Officers and other senior leadership roles and can be instrumental in building the 
business cases and justifications necessary to advance and mature a cyber security program.

In summary, organizations must shift focus to protecting data outside the traditional perimeter as well 
as on maturing their capability in cybersecurity. Veristor’s Security Consultants and Architects have a 
methodology to drive this focus on the “data as the perimeter” mindset, deliver a roadmap for 
improving security maturity, all while ensuring our recommendations seamlessly integration with your 
existing environment.
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Technology and Partners
Veristor maintains healthy partnerships with all of the major security manufacturers.  We are also 
continuously updating our understanding of the market and awareness of where new entrants solve 
critical client problems. Our entire partner list is located on our website at https://veristor.com/about-
veristor/strategic-partners/.

We recognize that there are 
many different areas of 
cybersecurity that all have 
different needs.  From this 
recognition, we have built 
an integrated platform that 
can address each area.  
This platform guides our 
architecture ethos, and 
helps ensure that our 
clients have a fully 
developed forward-looking 
roadmap.
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Security Services Catalog updated September 2020

Security Services
Veristor's Security Services portfolio includes a broad mix of services, ranging from Veristor's high-
value professional services for Firewall implementations or Virtual Chief Information Security Officer 
(vCISO) offering, to the delivery of complex data risk assessments through best of breed Veristor 
partner alliances.  

The below sections list all relevant security services that Veristor is able to provide to clients.

Cybersecurity Program Services

Service Name Service Description

Virtual Chief Information Security Officer 
(vCISO)

A programmatic engagement that is tailored for 
each client's cybersecurity needs, aligning to 
regulatory requirements, industry-specific 
threats, and the organization's current level of 
cybersecurity maturity.

Security Operations Center (SOC) as a 
Service

This managed security service provides a 
24x7x365 Security Operations Center (SOC), with 
established Service Level Agreements (SLAs) for 
security operations.

Physical Security Assessment An assessment of physical security measures 
and controls.  In scope will be physical access to 
facilities, personnel, equipment, and all other 
company assets.
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Service Name Service Description

Security Awareness Program The human threat surface continues to be the 
largest gap in any security program. This end-
user security awareness training program will 
work to level your employees up in order to 
reduce that threat surface.

Security Strategy Facilitation/Creation The deliverable for this workshop will be an 
actionable strategy document that incorporates 
organizational goals and objectives, the current 
threat intelligence relevant to the organization, 
and the current state of security solutions 
available in the market.

Security Architecture Roadmap The deliverable for this workshop will be a 
security architecture roadmap that aligns with 
the organization's security strategy.

Security Platform Implementation Implementation of vendors such as Forescout, 
Fortinet, Thycotic, Varonis, OneLogin, and 
Sailpoint.

Ransomware Response A service consists of a ransomware incident 
response capability, as well as a ransomware 
payment broker.

Policy Review/Develop/Refresh A service to review, develop, or refresh a given 
security policy.  The deliverable would be the 
policy type requested, and the input would be 
the organization's objectives for the policy, any 
regulatory compliance required, and any 
relevant policy that is already in place.

Business Impact Analysis A risk discovery service that will determine and 
evaluate the potential effects of an interruption 
to critical business operations as a result of a 
disaster, accident or emergency.
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Service Name Service Description

Business Continuity Planning Creation of a set of systems of prevention and 
recovery to deal with potential threats to the 
business. In addition to prevention, this effort will 
document the processes and platforms 
necessary to enable ongoing operations before 
and during execution of disaster recovery.

Governance, Risk, And Compliance

Service Name Service Description

Cybersecurity Risk Assessment An assessment of risks a company is likely to 
have based on specific industry threats and 
vulnerabilities. Deliverables include a full risk 
heatmap and a full risk assessment report, along 
with a recommendations roadmap.

External Vulnerability Assessment A tool-based scan of a given set of externally 
facing services and IPs resulting in a prioritized 
risk-based assessment of your current 
vulnerabilities.

External Penetration Testing An penetration test using various tools and 
techniques focused on compromising externally 
exposed threat surfaces of infrastructure and 
application services.  These threat surfaces be 
on-premises and/or cloud-based components.

Internal and External Combined Vulnerability 
Assessment

An assessment that adds internal threat 
surfaces to the External Vulnerability 
Assessment.

Data Risk Assessment A risk assessment specific to a client 
organization's data integrity, confidentiality, and 
availability.  The deliverable for this service will 
be a report that orders risks based on impact as 
well as any other criteria the client wishes to 
prioritize based on.
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Service Name Service Description

Mergers and Acquisitions Risk Assessment A risk assessment for a merger, acquisition 
event.  This risk assessment analyzes the target 
organization or business unit's security posture, 
and compares to the acquiring entity's security 
policies and standards.  The deliverable is a 
report that details gaps between the two, and 
steps necessary to remediate in order to be 
ready for connectivity.

New York Department of Financial Services 
(NYDFS)  Cybersecurity Regulation (23 NYCRR 
500) Assessment

A specific assessment to clarify gaps in current 
state compliance with New York State 
Department of Financial Services 23 NYCRR 500.

Fraud Prevention / Transaction Security

Service Name Service Description

PCI Planning, Readiness & Assessment A full end to end assessment suite focused on 
PCI-DSS compliance.  The deliverable will be a 
document that highlights gaps between 
current state security and PCI-DSS 
requirements, as well as a document that 
details out a roadmap for remediation.

Identity Management, Authentication, & Access Control

Service Name Service Description

Identity and Access Management (IAM) 
Architecture and Design

A workshop engagement for developing an 
architecture and design for an organization's 
IAM environment. 

Unix Privileged Account Discovery A service that will generate a report of all *nix 
account privileges within *nix based 
environments.
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Service Name Service Description

Privileged Password Vulnerability Benchmark 
Survey

A survey that gets sent to users that have 
privileged accounts in order to assess the 
vulnerabilities present in the password 
practices of these account holders.

Measure Privileged Access Management 
(PAM) Maturity Framework Survey

A survey that is used to gauge where on the 
PAM Maturity Framework an organization's 
policies and practices place them.

PAM Assessment An assessment of an organization's Active 
Directory or other LDAP-based directory to 
identify privileged accounts and what access 
these accounts have.

Weak Password Finder for AD An assessment that utilizes 1.5 million common 
passwords from publically available lists to 
determine "weak" passwords in the client's 
Active Directory environment.

Security Operations And Incident Response

Service Name Service Description

Emergency Response Services An on-demand incident response capability 
with expert-level resources.

Incident Response Retainer A retainer service for incident response, which 
can be used in the case of an incident, or for 
other select security services.

Tabletop Exercises A service to exercise your incident response 
plan.  The deliverable is a report that details 
gaps in response plan effectiveness, along with 
a list of items to improve.

Response Readiness Assessment An assessment to determine how ready your 
organization is to respond to a security incident. 
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Service Name Service Description

Compromise Assessment An assessment to evaluate whether an 
organization has been compromised without 
their knowledge.

Computer Forensics Forensics investigative services for corporate 
endpoints that may have been involved in 
incidents. This service provides chain of custody 
documentation, expert evidence handling, and 
resources that are experts at providing 
testimony.

Create/Refresh Incident Response (IR) Plan A service that delivers a practical Incident 
Response Plan that takes into account the 
organization's current security maturity level.

Cyber Insurance Risk Assessment A risk assessment for organizations preparing 
to purchase cyber insurance.  This assessment 
aligns to the property insurance underwriting 
industry's assessment criteria of construction, 
occupancy, protection, and exposure (COPE).

Network Security

Service Name Service Description

Firewall Assessment Documents logs and configurations, circuit 
usage, IPsec and SSL VPN tunnels, connectivity 
requirements, critical inbound/outbound 
services, user-ID sources, SSL decryption, 
inbound inspection, URL filtering, upload 
policies, and whitelists.

Firewall Implementation Implementation and configuration of network 
firewalls into either an existing environment or a 
greenfield environment. 

Network Access Control Implementation Implementation and configuration of network 
access control solutions, integrating with the 
existing network solution.
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Service Name Service Description

Network Microsegmentation Implementation Implementation and configuration of Network 
Microsegmentation solutions such as Cisco ACI 
or VMware NSX.

Network Infrastructure Hardening A combination assessment and remediation 
service for network infrastructure such as 
routers, switches, wireless access points, 
wireless controllers, and any other network 
infrastructure.

Cloud Security

Service Name Service Description

Cloud Security Architecture & Design A workshop for cloud security, aligned with 
public cloud provider's shared responsibility 
models.  This service's deliverable is a 
foundational architecture and design 
document that provides the client a roadmap 
to follow for cloud security.

Cloud Security Assessment Determines if your cloud environment has any 
ongoing or past compromise activity, and has 
any security
trust relationships to other accounts and 
networks that
may no longer be authorized. Proactively 
strengthens
your cloud configuration settings to secure your 
cloud
environment.  Delivers prioritized 
recommendations to help you better avoid 
attacks and survive incidents with
enhanced security practices for your cloud 
workloads.

Threat Intelligence
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Service Name Service Description

Cyber Threat Intelligence review An inspection of an organization's maturity 
around managing cyber threat intelligence 
sources and practices.

Data Security

Service Name Service Description

Data Governance Policy 
Review/Develop/Refresh

The review, development, or refreshing of an 
organization's data governance policy.  The 
client's desired business outcomes and 
regulatory constraints are taken into account 
for the execution of this service.

Data Classification Policy 
Review/Develop/Refresh

The review, development, or refreshing of an 
organization's data classification policy.  The 
client's desired business outcomes and 
regulatory constraints are taken into account 
for the execution of this service.

Data Loss Prevention, Encryption, Classification 
services

These services are focused on secure data 
management, and are holistically applied in a 
way that aligns to the organization's data 
governance and classification policies.

End Point, Web, And Messaging Security

Service Name Service Description

Windows Endpoint Application Discovery This service inventories and documents 
applications present on Windows Endpoints.

Browser Stored Password Discovery Tool Identification of browser-stored passwords 
among your Active Directory users. A quick scan 
of your environment pinpoints which users are 
storing passwords in their browsers and on 
which websites and applications.
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Service Name Service Description

Email Security Risk Assessment An assessment that evaluates security 
configuration of the email platform, best 
practices for spam and malware filtering 
including Sender Policy Framework (SPF) 
implementation, imposter accounts, and more.  
The deliverable for this assessment will be a 
report that will prioritize results by impact and 
risk level for the organization.

IT Hygiene Assessment Improving IT Hygiene means creating a process 
to continuously identify assets, risks and 
vulnerabilities across an environment and fixing 
them with speed at scale. It is a virtuous cycle 
that is fundamental to enterprise security and 
systems management. Focusing on IT Hygiene 
can help prevent many of the breaches, 
outages and disruptions businesses fall victim 
to today.

Industrial / IoT / OT Security

Service Name Service Description

Industrial Control System (ICS) Health Check A health check for an organization's ICS, and 
evaluate adherence to the Purdue model, as well 
as identify patching levels for all devices 
relevant to providing operations technology.
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Enterprise Cloud Practice Overview
Cloud initiatives are no longer shadow IT one-offs, small pet projects or “For Developer Use Only.” 
Cloud, whether public, private or hybrid, is now a first-class citizen in the enterprise and has become 
critical to the business’s success. At Veristor we believe that your cloud initiatives are bigger than a 
simple location and include a larger enterprise strategy that starts with the application. Central to this 
approach is the Veristor belief that Cloud is an operating model, not a destination. 

Veristor’s Enterprise Cloud practice works with our clients to navigate through ten key areas in order to 
build the scaffolding for cloud as an operating model. These areas range from visibility, governance, 
and operations to automation, orchestration, and the development pipeline. Veristor Enterprise Cloud 
architects are available to assist organizations regardless of where they are in the journey to this 
operating model, and in a way that best incorporates existing investments in on-prem or traditional 
public cloud resources. 
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Technology and Partners
Veristor maintains healthy partnerships with all of the major public cloud providers.  We are also 
continuously updating our understanding of the market and awareness of where new entrants solve 
critical client problems. Our entire partner list is located on our website at https://veristor.com/about-
veristor/strategic-partners/.

We recognize that there are many different areas of the cloud operating model that all have different 
needs.  From this recognition, we have built an integrated platform that can address each area.  This 
platform guides our architecture ethos, and helps ensure that our clients have a fully developed 
forward-looking roadmap
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Enterprise Cloud Services Catalog updated September 2020

Enterprise Cloud Services
Veristor's Enterprise Cloud Services portfolio includes a broad mix of services, ranging from Veristor's 
high-value professional services for Enterprise Cloud Architecture and Design, to the delivery of 
complex cloud migrations through best of breed Veristor partner alliances.  

The below sections list all relevant enterprise cloud services that Veristor is able to provide to clients.

Design, Optimization, And Management (Governance, 
Visibility, Operations)

Service Name Service Description

Enterprise Cloud Architecture and Design Provide design Guidance (Network, Security, 
Compute, Storage, Serverless, Microservices), 
including infrastructure, security and 
connectivity enhancements through 3rd party 
tools.  This service may utilize one or more 
assessment services that will provide 
Inventory Discovery and Application Mapping 
(ongoing or one-time assessments).  An 
optional add-on to this service is Cloud 
Storage Assessments & Design.

Enterprise Cloud Management & Optimization Cloud resource right sizing (ongoing or one-
time assessments), and provide clients with 
Cloud Management Platforms, which gives 
additional visibility through monitoring and 
analytics, as well as an inventory discovery of 
cloud resources.
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Service Name Service Description

AWS Well-Architected Review An assessment service that evaluates a 
client's AWS environment against AWS 
published standards for being "Well 
Architected."  The deliverable for this 
assessment is a report that identifies gaps in 
the current environment.

Application Mapping Assessment This assessment will map application 
dependencies and interconnections in order 
to optimize cloud migrations through lift-and-
shift, lift-modify-and-shift, application 
refactoring or application replacement. 

Data Management And Protection

Service Name Service Description

Enterprise Cloud Migration Services Veristor's Public Cloud Deployment and 
Migration service offering supports Google 
Cloud Platform (GCP), Amazon Web Services 
(AWS), and Microsoft Azure. This service 
includes migrations that are cloud to cloud, 
on-prem to cloud, and cloud to on-prem with 
one-time or ongoing options.

Disaster Recovery Planning A full discovery, workshop, and DR planning 
service that will result in a Disaster Recovery 
plan specifically for cloud-based solutions.

Enterprise Cloud Storage Architecture and 
Design

A workshop engagement for developing an 
architecture and design for an organization's 
cloud storage requirements.
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Service Name Service Description

Enterprise Cloud Backup as a Service (BaaS)  Veristor’s Backup as a Service is an enterprise-
class backup solution, powered by an industry 
leading  backup, recovery and archive 
platform. This is a fully managed backup 
solution, including licensing, management, 
on-prem hardware (if required), and offsite 
storage utilizing the Veristor Cloud Object 
Storage platform. Other offsite targets are 
supported, including multiple supported public 
clouds and other customer sites or data 
centers. Retention can be customized based 
on customer requirements. 

While this is a fully managed service 
customers do have the ability to utilize self-
service capabilities as needed

Our offering gives the client the absolute 
ability to manage, protect, migrate, and most 
importantly, ensure your data compliance.

Enterprise Cloud Disaster Recovery as a Service 
(DRaaS)

Veristor’s Disaster Recovery as a Service is an 
enterprise-class offering, powered by a suite 
of industry leading solutions. This is a fully 
managed DR solution, including Runbooks, 
Failover and Failback, annual testing, and 
RTO’s measured in hours / RPOs measured in 
hours.
Some features of this service:

• All systems can be brought up in a 
customized order, and prioritized by the 
customer

• Consistent tabletop-exercises, scenario 
planning and failover testing included. 
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Service Name Service Description

Microsoft 365 Backup as a Service Veristor provides an end user focused 
platform for a comprehensive Microsoft 365  
backup solution. This solution is designed to 
protect the entire Microsoft 365 Suite, 
including Exchange Online, SharePoint online 
sites, OneDrive folders, Microsoft Teams, as 
well as your user's critical laptops, tablets and 
desktops. 

Security

Service Name Service Description

Enterprise Cloud Platform Identity and Access 
Management (IAM) Architecture and Design

A workshop engagement for developing an 
architecture and design for an organization's 
cloud IAM security requirements.

Data Loss Prevention (DLP) for Enterprise Cloud 
Data Architecture and Design

A workshop engagement for developing an 
architecture and design for an organization's 
cloud DLP.

Data Encryption and Classification Review An assessment service that is focused on 
secure data management, and are holistically 
applied in a way that aligns to the 
organization's data governance and 
classification policies for cloud-based 
applications and data.

Vulnerability Scanning An assessment focused on the cloud exposed 
threat surfaces of infrastructure and 
application services.

Enterprise Cloud Security and Governance 
Reviews

A service to review cloud security policies and 
governance practices.

Networking And Connectivity
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Service NameService Name Service DescriptionService Description

Enterprise Cloud Networking Architecture and 
Design

A workshop engagement for developing an 
architecture and design for an organization's 
cloud networking requirements, including 
multi-cloud network design and architecture.

Secure Access Service Edge (SASE) 
Implementation

Implementation and configuration of a SASE 
solution into either an existing environment or 
a greenfield environment. 

Enterprise Cloud Firewall Implementation Implementation and configuration of cloud 
firewalls into either an existing environment or 
a greenfield environment. 

Multi-cloud Networking Implementation Implementation and configuration of multi-
cloud network infrastructure into either an 
existing environment or a greenfield 
environment. 

Workflow Modernization (Automation, Orchestration, 
Development Pipeline)

Service Name Service Description

Automation & Orchestration Services These services are open ended 
implementations of a given set of automation 
platforms and/or scripts that will provide the 
reduction or elimination of manual work.

Software Lifecycle Management (SLM) A managed approach to software lifecycle 
management that incorporates ITIL principles 
into an easy to digest approach to SLM.

Change Management Database (CMDB) Aligns an organization's infrastructure with an 
off the shelf CMDB solution of the client's 
choosing. 

Information Technology Service Management 
(ITSM)

Implementation service for an ITSM 
application.
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Software As A Service (SaaS)

Service Name Service Description

Microsoft 365 (formerly Office 365) Consulting 
and Migration

Consulting and migration services for moves 
either to or from Microsoft 365.

Unified Communications as a Service (UCaaS) This service is powered by UCaaS providers in 
Veristor's Partner Alliance, including Gartner 
industry leading UCaaS providers.

AWS Marketplace Solutions This is an integration service for software 
available on the AWS Marketplace.
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Support
Veristor offers a value-added support service unlike any other, First Call Support. This is our best-in-
class managed technical support service available exclusively to Veristor’s infrastructure customers, 
24/7/365. First Call Support is the perfect supplemental service for those businesses who need an 
advocate on their side to help troubleshoot, diagnose and resolve technology issues to minimize 
downtime. Call it a white glove service, call it the VIP treatment, but be secure in knowing that when 
you call us, your issue will be handled with the urgency and personalized attention that can deliver a 
quick resolution – every time.

First Call Support: 877-686-4375

The moment a call is received, it is assigned to a Veristor engineer, who maintains ownership of the 
case until it is resolved and the customer has signed off on the remedy. During the life of the case, 
Veristor will manage the entire process, escalating as needed and communicating each step, 
enabling your staff to maintain focus on daily operations.

Troubleshooting & Diagnosis

Our advanced technical support programs engage multiple resources to perform problem isolation. 
Our internal lab is available for re-creation and validation test activities. Additionally, we utilize secure 
remote capabilities such as WebEx & SSH, allowing us to remotely diagnose and correct issues in real 
time.

Escalation

Knowing how and when to effectively escalate an issue is key to a quick resolution. Veristor has 
multiple levels of expertise internal to our technical support organization as well as strong vendor 
relationships, providing a robust support team to handle any and all issues. We efficiently escalate 
any issue to the appropriate internal and/or vendor partner engineering resources, targeting not only 
a quick, but also thorough resolution.

Proactive & Preventative Maintenance

Veristor continuously tracks the latest product technical releases to keep our customers informed of 
any changes or updates related to their solution. Through periodic and recurring communications, 
this proactive program is designed to address and prevent issues from occurring before they can 
impact your business.
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ACCS RFB Response, Attachment C
Reporting
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Veristor Systems, Inc. will provide quarterly utilization reports to the System based upon the 
schedule and minimum content as described in this request. Reports will be submitted to The 
System Office to JPA-Notification@accs.edu via PDF file format. Below is an example report 
format.
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ACCS RFB Response, Attachment D
References

 
107



University of Alabama in Huntsville 
Michael Turner 
301 Sparkman Drive 
Huntsville, AL 35899 
256-824-2634
mst0008@uah.edu 
Products: Aruba ClearPass

Decatur City Schools 
Pam Puckett 
212 4th Avenue 
Decatur, AL 35601 
256-552-3000
Pam.Puckett@dcs.edu 
Products: Aruba switching and WLAN

 University of North Alabama 
Ethan Humphres 
1 Harrison Plaza 
Florence, AL 35632 
256-765-4351
eghumphres@una.edu 
Products: Aruba WLAN, ClearPass and Veristor Professional Services
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ACCS RFB Response, Attachment E
Pricing
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ACCS RFB Response, Attachment F
Financial Documentation
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